5.

Discuss how joking and teasing can be hurtful, misconstrued and escalate
electronically. Talk about how to best handle what may be a nasty
message. If the message is from a friend, ask them to clarify what they
mean. If they receive a mean or threatening message, discuss why it’s
important not to respond. Block the person if possible. Tell your children that
you’re always available to help them sort through sticky situations.

6.

Talk about how once they hit the “send” or “post” button, messages can’t
be taken back. When something is shared electronically, it may never go
away. Remind them not to share anything, whether a message, picture, or
video, that they would not want to be made public.

Make it clear that cyber-bullying has real consequences. Victims may suffer
depression, anxiety, or even an increased risk of suicide. Perpetrators also have
similar increased risks and also may face serious consequences at school and
even criminally.

Protecting Your Child
Parents must find a balance between fostering age-appropriate independence and
responsibility and monitoring electronic activities to ensure safety. Some kids don’t
tell their parents about cyber-bullying because they are afraid of losing electronic
privileges. Develop a supportive open-door policy detailing how you will examine
their digital activities. Share these ground rules, emphasizing that your purpose is to
ensure their safety. Take advantage of online parental controls or Internet filtering
programs that are often free or low-cost. In some cases, parents may decide to
use monitoring software; It is important children know their parents will see their
electronic activities. Periodically, ask your children what they spend the most time
doing online, on social media and with their mobile devices. It’s helpful for parents to
learn the basics surrounding any of these activities.
Should your child become the victim of a cyber-bullying incident, going to an
adult is a crucial first-step. Notifying the school will prompt an investigation, offer
supportive counseling options, and lead to consequences for the perpetrator.
Save any cyber-bullying communication as it may be needed for evidence. It may
be necessary to involve law enforcement. In severe cases, ongoing counseling
can help your child work through the emotions surrounding cyber-bullying. With
intentional, regular communication, parents are children’s first and most important
guide to teaching digital responsibility.

For more information:
www.livingbullyfree.com | 1-888-480-SJYA | centuolo@aol.com

What is Cyber-Bullying?
Cyber-bullying is harassment, intimidation, or bullying between minors using digital
communication such as the Internet or mobile devices. About half of adolescents
experience some type of cyber-bullying. Unfortunately, the majority of the time
young people do NOT share these experiences with their parents. This pamphlet is
designed to help you recognize and protect your child from cyber-bullying, and
develop healthy, open communication concerning cyber-bullying with your child.

Cyber-Bullying Red-Flags
The scope and possibilities of cyber-bullying have grown exponentially with
increased access and capabilities of technology. The vast majority of students
are always connected by some electronic device, and they find innovative and
creative ways to use technology. The following behaviors are or may lead to cyberbullying:
xxAnonymously communicating as a means to be excessively rude or
threatening
xxActing different when communicating electronically versus in person
xxLooking through someone else’s accounts without their knowledge
xxImpersonating someone
xxSharing or forwarding private communication

What are the unique challenges associated
with cyber-bullying?
Compared to physical, verbal, and social bullying, cyber-bullying poses distinct
challenges. In the absence of the social checks and balances of face-to-face
communication, cyber-bullying behavior can be more extreme. This is particularly
true when the communication is anonymous. The attacks can occur 24/7 and even
go viral in a public forum. Cyber-bullying does not always start off intentional; it may
be triggered by an innocent message that is misunderstood and results in escalating
negative communication. Victims may feel upset, helpless, angry, embarrassed,
or fearful. Ongoing problems may cause severe emotional distress. Talk to your
children about how important it is to reach out to a trusted adult at the first sign of a
problem. Taking early, proactive steps is vital to a child’s emotional well-being.

Talking with Your Child
Our children are growing up with an ever-evolving digital world right at their
fingertips. Children today must not only learn how to juggle face-to-face
relationships, but also how to engage in responsible digital citizenship. Parents can
feel overwhelmed when their children use unfamiliar technology. But no matter
what, with ongoing communication, you can be your children’s most valuable
guide to safe and responsible digital citizenship. The following are some points you
may wish to discuss with your children:
1.

xxDisplaying potentially embarrassing pictures or comments about another
person without permission

It is very dangerous to share personal information online. Even disclosing
their full name, phone number or hometown is risky. Discuss when it may be
safer to use a screen name versus their real name to protect their identity,
what privacy features they use on social media, and if they ever show their
location.

2.

xxUsing information found online to put down someone electronically or in
person

Keep passwords private from everyone except parents. Do not share
passwords even with close friends.

3.

Never meet up with someone only known online.

4.

If one of their friends is cyber-bullying, discuss possible ways to tell this friend
it’s not OK and productively handle such a situation.

xxPublicly posting insulting, embarrassing, false or threatening remarks aimed at
a specific person

xxAttempting to justify poor digital behavior as simply “joking” or just a
“misunderstanding”
xxFeeling a sense of validation of poor digital behavior by other witnesses’
reactions in a public forum

